Beware of ATM/Debit
Card Skimming!

What you can do to help avoid ATM fraud

« Keep PIN codes safe and never reveal your PIN to anyone

. Ifan ATM has unusual signage, don’t use it. No bank would ever
hang.a sign saying “Swipe your card here before using the ATM”, or
anything to that effect

« Look at the ATM before you use it. If it doesn’t look right don tuse it
and make sure you report it to us by calling 800-856-0026 for the St.
Johnsbury Office or 800-370-6455 for the Littleton Office or the after
hour’'s number 800-528-2273 to report it as Lost or Stolen.

« Be wary of anyone offering "help” at an ATM

« Be wary of others observing you, or looking over your shoulder

« When you enter your PIN use your hand to block anyone from seeing
which numbers you use

« If your card is not returned after your transaction is complete, or after
pressing cancel, immediately contact the institution which issued it

« Remember to take your card with you when you leave the ATM

» Always check your bank statements to be sure there are no unusual
transactions



